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Abstract: With the emergence of containerization 10 years ago, we saw a compact, convenient and
portable way of running apps directly concurrently with virtualization. The major difference is in
the architecture. Containers share the same kernel as the guest and then do not virtualize low-layer
components like the Central Processing Unit (CPU). On the one hand, they are lighter and more
flexible than virtual machines (VMs). On the other hand, VMs can more precisely meet the low-layer
needs and are completely autonomous systems. Nowadays, what is the best architecture to use to
develop an application? In this paper, we will study the two main virtual methods of deploying this.
We will compare both methods on several criteria: compatibility based on user experience and the
ease of installation/deployment, scalability based on the automatic elasticity facing the workload and
energy efficiency in terms of energy and computer resources. After the tests, we conclude that the
containerization option is the most ecologically advantageous option in terms of energy consumption.

Keywords: containerization stack; edge computing; orchestration; performance tests; virtualization
stack

1. Introduction

As digital transformation accelerates across various sectors, the adoption of advanced
technologies such as e-Government, Industry 4.0, Agriculture 5.0 and Smart Cities is be-
coming increasingly widespread. These technologies, powered by the development of
artificial intelligence (AI) and other emerging tools, offer unprecedented opportunities for
institutions, governments and organizations to enhance efficiency, reduce operational costs,
and achieve higher levels of automation [1]. The shift towards these technologies necessi-
tates a critical examination of the underlying infrastructure, particularly in how software
applications are deployed and managed to meet the growing demands of modern systems.

In the context of the Computing Continuum, which spans from Cloud to Edge/Fog
environments, the deployment of applications requires a careful selection of the appropriate
hosting environment [2]. The decision between virtualization and containerization, two
prevalent technologies in this space, plays a pivotal role in determining the performance,
scalability and efficiency of these deployments [3,4]. Virtualization, a well-established tech-
nology, allows multiple operating systems to run concurrently on a single physical machine
by abstracting the hardware layer. In contrast, containerization offers a more lightweight
approach by isolating applications within containers that share the host operating system’s
kernel, leading to faster deployment times and more efficient resource utilization.
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As organizations increasingly shift towards Edge Computing—where data processing
occurs closer to the source rather than in centralized cloud servers—the choice between
virtualization and containerization becomes even more critical. Edge environments of-
ten come with constrained resources and specific Quality of Service (QoS) requirements,
making it imperative to choose the right deployment strategy [5]. Virtual machines (VMs)
provide robust isolation and security, which are essential in many Edge applications. How-
ever, they can also introduce significant overhead, potentially impacting performance in
resource-limited settings. On the other hand, containers, while more resource-efficient,
may pose challenges related to security and orchestration in diverse and distributed Edge
environments [6].

The complexities involved in deploying applications across the Computing Contin-
uum highlight the need for a comprehensive comparative analysis of virtualization and
containerization technologies [2]. This paper aims to address this need by evaluating
various virtualization and containerization stacks to determine the optimal environment
for hosting deployments and the applications they support. The analysis will consider
key factors such as performance, scalability, security and ease of management, which are
crucial for meeting the unique demands of Edge Computing.

In addition to the technical evaluation, this study will also explore the broader implica-
tions of these technologies for the future of application deployment in Edge environments.
As the Edge becomes an increasingly vital part of the Computing Continuum, under-
standing the tradeoffs between virtualization and containerization will be essential for
organizations seeking to leverage these technologies effectively.

Ultimately, the findings of this research will contribute to the ongoing discourse on the
best practices for deploying applications in the Computing Continuum, with a particular
focus on Edge Computing. As the digital landscape continues to evolve, the ability to
make informed decisions about deployment strategies will be key to unlocking the full
potential of emerging technologies and ensuring their successful integration into the fabric
of modern infrastructure.

Another possible research motivation in the study of the comparison between vir-
tualization and containerization concerns the architecture of the CPU within the context
of Edge Computing. Depending on the use of Intel (x86_64) or ARM architectures [7],
the set of instructions used can be different. When using reduced instruction sets (RISC)
in ARM and low-cost devices for Edge Computing [8], the advantages in performance,
regarding the tradeoff between energy consumption and computational power, can be
achieved efficiently when the proper use case is selected.

This work is presented as follows: after this introductory section, the section on related
works explains some of the studies that establish the state of the art for this issue. Section 3
is focused on the materials and methodology and explains the tools, software and hardware
used for the application tests with different architecture combinations. Section 4 will explain
the results of the tests with different architectures, which will be discussed and concluded
in Section 5.

2. State of the Art

The recent shift to Edge Computing models has placed a greater emphasis on cheaper
and more power-efficient systems that are not well addressed by x86/64 architectures.
Instead, many Edge Computing solutions are turning to alternative architectures, such as
ARM-based processors, which are known for their lower power consumption and cost-
effectiveness. These architectures are better suited for distributed, resource-constrained
environments where Edge devices operate with limited power and processing capabilities.
As Edge Computing continues to grow, there is an increasing demand for customized,
specialized hardware that can meet these performance and energy efficiency needs, driving
innovation beyond traditional x86/64 systems. This shift is helping industries deploy
intelligent applications at the Edge, closer to the source of data, with reduced latency and
improved scalability.
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Different authors have used differing approaches to the analysis of the different op-
tions offered by virtualization and containerization for the Computing Continuum, from
the Cloud to User Equipment (UE), passing through the Edge. In [9], the authors provide
a systematic review of container virtualization in real-time environments in Industry 4.0,
analyzing 37 papers on real-time constraints, task latency and container platforms for
cyber–physical systems. Also, in [10], the authors address the need for a systematic analysis
of containerization, focusing on its role as a lightweight alternative to virtual machines
for deploying modern applications in diverse environments. They taxonomically classify
existing research on the performance comparison between hypervisors and containers and
analyze container orchestration and performance monitoring tools. In [11], the authors
conduct a systematic literature review to identify the most popular container technologies
and trends in their research, facilitating more informed decision-making. In [4], the authors
perform a systematic mapping of research on these core technologies, revealing that most
articles focus on deployment through validation and solution research, while fewer papers
address orchestration, particularly in philosophical and model-related contexts. The find-
ings highlight gaps in the literature, offering valuable insights for researchers, industries
and service providers.

Regarding Cloud-centered applications for these technologies, in [12], the authors
compare the performance of three Cloud architectures: Infrastructure as a Service (IaaS) ,
Platform as a Service (PaaS) and Software as a Service (SaaS), focusing on the differences
between containerization and virtualization. The findings indicate that while containers
generally perform better in SaaS and PaaS environments, the performance metrics for IaaS
are nearly the same for both methods. This research aims to help users make informed
decisions about their Cloud deployment strategies by providing clear, quantifiable data on
these differences. Also, in [3], the authors examine the performance differences between
these technologies across IaaS, PaaS and SaaS Cloud architectures. The findings indicate
that containers generally offer better performance for SaaS and PaaS, while the performance
for IaaS is nearly identical between the two methods, providing valuable insights for users
deciding between them.

In [13], the authors focus their interest on interactive training simulations, which are
used across various industries and challenge traditional computing networks due to their
high-performance demands. They examine how to extend traditional high-performance
computing (HPC) environments into Cloud-based services to support multiple interactive
simulations while maintaining performance. Their work evaluates four HPC load-balancing
techniques—virtualization, software containers and clustering—to optimize the scheduling
and execution of these simulations, finding that the choice of technique should be based on
cluster resources, job competition and software requirements.

Regarding Internet of Things (IoT) applications requiring high computing power and
real-time processing, in [6], the authors propose to face these challenges with low-cost Small
Board Computers (SBCs) by leveraging container-based technologies and fog computing to
enhance device collaboration, scalability and load balancing. They compare the container
orchestration platforms Docker Swarm and Kubernetes on SBC clusters, finding that Docker
Swarm provides superior performance across various topologies and cluster configurations.

In [2], the authors face the problem of container and microservice management plat-
forms like Kubernetes, which are crucial for Cloud computing but struggle with heteroge-
neous computing environments, where nodes have varied characteristics. They propose to
replace Kubernetes’ native scheduler with a customizable one that better accommodates the
diverse needs of a Continuum Computing environment. Testing a batch-based scheduling
approach on virtual machines demonstrates improved performance over Kubernetes’ pod-
by-pod method, highlighting the limitations of default scheduling in supporting complex
deployment requirements.

In [14], the author exposes in a seminar a comparison between hypervisor-based and
container-based virtualization, highlighting the rise in popularity of container-based virtual-
ization due to Docker, a tool that simplifies container management. While hypervisor-based
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virtualization has been a dominant method for decades, container-based virtualization
offers distinct advantages, leading to its increased use. The paper details the benefits and
tradeoffs of both technologies, with a particular focus on container-based virtualization and
Docker. It also addresses the security risks associated with containerization and provides a
summary of related work in the field.

Different authors have tackled the integration of virtualization/containerization with
Edge Computing. In [15], the authors investigate different works on Cloud and Edge Com-
puting paradigms and their virtualization at the Edge. They also provide a taxonomy based
on the state of the art for virtualized resources. In [16], the author analyzes the application
of the concept of device virtualization in IoT/Edge Computing and carries out performance
studies using single-board computers (SBCs) to efficiently deploy different low-power
virtualized devices (i.e., families of Raspberry Pi and Odroid) in terms of performance
when handling container-virtualized instances. Also, in [17], the authors focus their efforts
in evaluating a methodology based on the study of containerization-based Edge–Cloud
computing infrastructures’ performance. They saw that containerization at the Edge does
not introduce noticeable performance degradation in terms of communication, computing
and intelligence capabilities, making it a promising technology for the Edge–Cloud comput-
ing paradigm, although they claim that there is still room for improvement, especially in
time-critical industrial applications. According to them, this evaluation methodology can be
used as a reference for practitioners in Edge–Cloud computing to obtain a client-perspective
overview of system performance.

The massive amount of data generation today challenges current network architectures,
which struggle with bandwidth, latency and privacy issues. From the Edge Computing
perspective, these problems are addressed by enabling local data processing, while Net-
work Function Virtualization (NFV) simplifies service creation by virtualizing traditional
network functions. In [5], the authors compare containers and virtual machines through
the implementation of a unified management and orchestration platform (MANO) for
Virtualized Everything Functions (VxFs) using LXD for containers and KVM for virtual
machines on a Raspberry Pi 4. The results indicate that containerization is not always
suitable alone and is best used as a complementary approach to full virtualization.

3. Materials and Methods

In this section, we outline the tools and procedures used for the different experiments
conducted to check the performance of the different approaches selected. First, we describe
the software tools used, and later, we describe the hardware options. Finally, the tests
deployed define a comparative framework between both approaches.

3.1. Stress-ng

To guarantee a consistent and dependable benchmark, it was essential to choose a
tool that could apply a controlled and reproducible workload to the system. For this
purpose, the stress-ng tool, short for Stress Next Generation, was selected. Stress-ng [18]
is a powerful, Linux-based benchmarking and stress-testing tool specifically developed to
evaluate the performance and stability of various hardware components under extreme
conditions. It is widely used in scenarios where assessing the resilience and capability
of computer systems is critical, such as in Fog (Fog Computing) and Edge Computing
environments, where devices often operate under varying loads and conditions.

Stress-ng offers an extensive range of tests that can apply loads to different parts of a
system, including the CPU, memory, input/output (I/O) subsystems, and more. By simu-
lating intense workloads, Stress-ng helps to identify potential weaknesses or bottlenecks
within these subsystems. This is particularly important in Fog and Edge Computing, where
hardware is often deployed in remote or resource-constrained environments, requiring
systems to be both robust and reliable.

The tool’s metrics provide detailed insights into how a system performs under pres-
sure. For instance, it can measure the CPU’s ability to handle intensive computational



Future Internet 2024, 16, 427 5 of 16

tasks, the memory’s capacity to manage large datasets, and the I/O subsystem’s efficiency
in processing data transfers. These metrics are crucial for understanding overall perfor-
mance and identifying any areas that may require optimization. Additionally, Stress-ng can
simulate hardware failures or resource exhaustion scenarios, allowing engineers to test a
system’s response to such conditions and ensure that it can recover gracefully or maintain
functionality. This tool provides multiple options when configuring the input and output
settings for the planned architecture.

The −−metrics option displays the total number of “Bogo” (bogus) operations per-
formed in the stress processes, but these are not reliable indicators of performance or
throughput and are not intended for benchmarking. Instead, they provide a useful way to
observe system behavior under different types of load.

Stress-ng uses an unconventional metric called “Bogo Ops”, which measures the
number of iterations the stressor completes during a run, indicating the overall amount of
“work” done in Bogo operations (Bogo Ops). Bogo Ops provide a general idea of system
performance under load conditions but are not intended to serve as precise benchmarking
metrics. The other metrics used within this −−metrics option are real time, usr time, sys
time, Bogo Ops/s (real time) and Bogo Ops/s (usr + sys time). These metrics are explained
in Table 1.

Table 1. Other metrics explained within stress-ng.

Metric Explanation

real time (s) The average wall clock duration (in seconds) of the stressor is the total wall clock
time for all instances of that stressor divided by the number of stressors run.

usr time (s) The usr time is the total user time (in seconds) consumed by running all
instances of the stressor.

sys time (s) The sys time is the total system time (in seconds) consumed by running all
instances of the stressor.

Bogo Ops/s
(real time)

The total Bogo operations per second based on wall clock time, which reflects the
apparent runtime, increases as more processors distribute the workload, reducing

wall clock time and boosting the apparent Bogo Ops rate of the system.

Bogo Ops/s
(usr + sys time)

The total Bogo operations per second based on cumulative user and system
time represent the real Bogo Ops rate of the system, accounting for the actual

execution time across all processors, which generally decreases with more
concurrent stressors due to contention on cache, memory, execution units,

buses and I/O devices.

The use of the package stress-ng is not advised for precise and conventional mea-
surements; it is only recommended to measure tendencies. The metrics used within this
tool have no transformative operation to any other real metric, such as throughput, delay
or any other. We used it as a comparative tool for the different experiments planned.

3.2. Top System Monitor

The top system monitor [19] is a powerful and widely used tool in Linux-based
operating systems, providing real-time insights into system performance and resource
utilization. By default, top tracks a variety of key metrics, including per-core CPU usage,
memory consumption, load averages and detailed information about all running tasks
and processes. The interface is dynamic, updating continuously to reflect the current
state of the system, which allows users to observe how resources are being allocated and
identify potential bottlenecks or issues in real time. This makes top an invaluable tool for
system administrators and developers who need to monitor system health, troubleshoot
performance problems or manage resources effectively.

In our planned tests, we utilized top to capture detailed performance data, which were
recorded as JSON objects for later analysis. By doing so, we can systematically track how
the system behaves under the stress conditions we impose, including how resources are
distributed across multiple CPU cores and how memory usage fluctuates. This approach
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allows us to gather precise and structured data, which can be analyzed to understand the
impact of different stressors on system performance. The JSON format also facilitates easy
integration with other tools and workflows, enabling a more comprehensive assessment
of the performance outcomes from our tests. This data-driven approach enhances the
accuracy of our performance evaluations, providing a solid foundation for optimizing
system configurations or identifying areas for improvement.

3.3. Power Meter Data Logger

For the performance evaluation, aside from the usual machine-based metrics, we
measured the sustainability of the system in terms of power consumption. To this end, we
selected a power meter logger, which was the UM24C [20] power meter data logger, due to
its broad sensor suite. This logger can measure the supply voltage, supply current, supply
power, cable resistance, charged capacity, temperature, USB data line voltage and USB
charging mode. Table 2 shows the main operational ranges for this power meter. Logging
is typically provided over the Bluetooth interface and managed through an app provided
by the manufacturer; however, this was replaced with the rdumtool [21] command line
tool, exposing sensor values as JSON objects in order to improve ease of processing.

Table 2. The main features of the um24c power monitor as stated by the manufacturer [20].

Sensor Range Resolution Accuracy

Supply V 4.50–24.00 V 0.01 V ±(0.2% + 1digit)
Supply A 0.000–3.000 A 0.001 A ±(0.8% + 3digits)
Cable resistance 1.5–9999.9 Ω
Temperature −10 ◦C–100 ◦C ±3 ◦C

3.4. Raspberry Pi Testbed Setup

Due to the rise in ARM-based Edge Computing infrastructure, an ARM host was
selected for testing to best determine results for all computing paradigms. The Raspberry
Pi 4B+ was chosen as a testbed to compute resources due to the greater availability of
high-accuracy low-voltage meters encouraging the selection of devices in the 5 V range.
The host Raspberry Pi (rpi) was additionally subjected to tests to provide a baseline for
performance, with an Operating System (OS), which was a 64-bit Rasbian 12 desktop.

The following containers and virtual machines were created in order to test the perfor-
mance of each:

1. Kubernetes and Docker: The Kubernetes test environment was set up as a single-
node Kubernetes cluster using the minikube Kubernetes stack, the Podman container
runtime and a single 64-bit Debian 12 container for running the tests. The docker
test environment was set up as a 64-bit linuxserver debian 12 ssh container with
stress-ng installed on the standard docker engine with Docker Compose orchestration.

2. x86 and aarch64: The x86 VM was run as a 64-bit QEMU virtual machine with
qemu-sysem-x86_64, and Debian 12 was used for the tests.x86 was selected for em-
ulation in the ARM environment to demonstrate the need for effective virtualiza-
tion methods in foreign instruction sets due to the rise in ARM-based Edge Com-
puting resources. The ARM VM was run as a 64-bit QEMU virtual machine with
qemu-system-aarch64 with the virtual machine type, the kernel virtual machine ex-
tension or KVM, allowing for the direct throughput of quest operations, which were
used to best represent the capabilities of virtual machines. The arm64 version of
Debian 12 was used for the tests (used as a Raspberry Pi VM).

3.5. x86 Testbed Setup

When building the test setup, it was determined that using a virtualized environment
would reduce labor and complexity requirements when testing the system, ensure parity
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between the systems being tested and enable the sharing of computing resources. To this end,
the Proxmox virtual environment was selected for use as a host for the systems evaluated.

The Proxmox virtual environment (PVE) is an enterprise-grade layer 2 hypervisor
based on the Debian kernel. The main strengths of the PVE include a highly active commu-
nity with excellent community and developer support, a highly capable webUI environment
and support for advanced virtual storage.

Within the PVE, all evaluated systems were provided with the same hardware: 2 cores
from both CPUs for a total of 4 threads, 8 Gigabytes of RAM, 100 Gigabytes of hard drive
disk space and access to both the host’s network and an internal virtual network, both
provided through virtualized switches.

Figure 1 depicts a global scheme for the stress tests carried out in this work. These tests
will also serve as a basis for the pointcloud generation use case that will be explained later.

Figure 1. Global scheme of the tests.

3.6. x86 Tests

As previously mentioned, the term Bogo Ops is short for “bogus operations”, and it is
a metric used by stress-ng to indicate the number of operations performed by the stress test
within a given time frame, which for us is 1 min and 10 min.

While Bogo Ops are not a standardized measurement like FLOPS (for floating-point
operations) or IOPS (for disk), they give a rough idea of performance by showing how
many iterations of a given task have been completed. The higher the Bogo Ops value, the
more operations the system was able to perform during the stress test, which suggests
better performance for that particular component.

When running CPU stress tests with stress-ng, the tool runs different types of com-
putational workloads (like integer calculations, floating-point math, or cryptographic
operations). The Bogo Ops metric in CPU tests indicates how many iterations of these
workloads the CPU was able to complete.

In memory stress tests, stress-ng performs memory-intensive operations like allocating,
copying, reading and writing data to and from memory. Here, the Bogo Ops metric reflects
how many memory-related operations (e.g., memory reads, writes or allocations) were
completed. This metric is useful for testing how well the system handles memory-intensive
workloads and can reveal memory bottlenecks.

For I/O disk tests, stress-ng performs read/write operations on files to measure the
disk’s I/O performance. The Bogo Ops metric in I/O tests represents the number of I/O
operations completed, such as file reads, writes and seeks or other disk-related operations.
A large number of Bogo Ops in this context suggests that the disk subsystem can handle a
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larger volume of I/O operations in the given time. We performed each test three times and
obtained the average value in order to have relevant values.

Kubernetes and Docker Engine are very common in companies with complicated and
scalable networks. These tools enable automated scalability management, load balancing
and container failure management for a complex application. The goal is to test the different
cases in a simple architecture with similar solutions to quantify performance. Compared
to Docker Engine, Podman does not use a centralized daemon, which allows for lighter
container management, does not use root connection for security, and natively supports pod
management. Podman is therefore a legitimate competitor to Docker Engine as a runtime
container. For orchestrators, Kubernetes is designed to handle complex applications on a
large scale and is suitable for production environments, so it has plenty of features. Docker
Compose is designed for a simple application consisting of a single node. It does not have
features such as scaling (too light), fault tolerance and advanced volume management,
making it much easier to configure. Later on, we will describe Docker Compose as a
container manager, but as having a simple command utility for the sake of simplicity.

For each container–runtime and container–manager coupling, we obtained specific metrics:

• Duration of the test: this was measured to see the influence of time on efficiency.
• Bogo Ops: This is a non-official metric used to measure the number of operations

carried out by the hardware. We will use this to compare the efficiency of each method.
• User time: this is the time taken by the CPU to execute code from you or your apps.
• System time: this is the time taken by the CPU to manage and interact with other

hardware components (I/O, network, memory, etc.).

3.7. Raspberry Pi Tests

In order to determine the power efficiency of the evaluated automated power meter in
the different virtual environments, observations were generated via a bash script [22]. Tests
were run 5 times for each virtual environment, and then Bogo Ops in a 60 s window per
watt second were used to determine a value for relative power efficiency.

Due to issues with the rdumtool and maximum recording length, the measured watt
hours were compared to a correspondingly adjusted Bogo Ops value.

3.8. Use Case: Dynamic Pointcloud Generation with OpenDroneMap

After testing the different architectures, we used the best option for a specific use case:
pointcloud processing. Pointcloud processing and management have specific requirements
for computing. Similarly to [23], we found that a good software option for processing is
Open Drone Map (ODM) [24]. This is an open framework used to generate and process
maps and pointclouds from Unmanned Aerial Vehicles (UAVs) [25].

In this use case, we will demonstrate how Docker and Kubernetes dynamically manage
and scale pointcloud generation. Drone images are transmitted to a Raspberry Pi for
preprocessing, which then requests a GPU-accelerated transformation matrix from an
Edge server to align spectral bands. Kubernetes orchestrates Docker containers in the
Cloud, distributing the computational load for efficient pointcloud generation. The system
architecture is shown in Figure 2.

The workflow starts with the drone capturing images and transmitting them to a Rasp-
berry Pi, which preprocesses the images for pointcloud generation. Upon receiving the first
image, the Raspberry Pi requests a transformation matrix from the Edge server to align the
images from different spectral bands. The Edge server, using GPU acceleration, computes
the matrix, ensuring all images share the same perspective and reducing computation time.

After obtaining the transformation matrix, the Raspberry Pi extracts metadata from the
images to apply vignetting corrections. It then aligns the images using the transformation
matrix, ensuring consistency across all spectral bands. Once the images are preprocessed
and aligned, the Raspberry Pi sends them to the Cloud environment for further processing.
In the Cloud, Kubernetes orchestrates the deployment of ODM instances within Docker
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containers. Each instance is responsible for processing a specific spectral index, such as the
NDVI, or band.

Figure 2. System architecture for pointcloud generation using distributed computing with Raspberry
Pi, Edge server and Kubernetes-orchestrated Cloud environment.

The system scales dynamically by adjusting the number of ODM worker instances
based on the number of spectral indices to be computed in parallel. This scalability is
achieved through Kubernetes’ ability to manage resources and deploy additional instances
as needed. A Watcher Service operates within the Cloud environment to monitor the avail-
ability of ODM instances. It ensures that new instances are registered with ClusterODM,
which functions as a load balancer, distributing tasks among the available workers.

By distributing computational tasks across multiple ODM workers, the system signifi-
cantly accelerates the pointcloud generation process. The parallel processing of different
spectral indices reduces the time required to obtain results. This architecture demonstrates
the effectiveness of combining Kubernetes and Docker to manage complex workloads in a
Cloud environment.

4. Results
4.1. Tests Results

For the tests explained in Sections 3.6 and 3.7, the average values obtained are depicted
in Table 3. In this figure, we see that the payload (in terms of “Bogo Ops”) for longer
processes (10 min) is greater (and proportional to that of shorter processes (1 min)). The
speed or apparent runtime (in terms of “Bogo Ops/s” in real time) seems to be nearly
constant in both processes (the longer and shorter ones), and the runtime for the cumulative
user and system time has the same behavior but on a lower scale because these do not take
into account as many operations.

Table 3. Averages for tests carried out with CPU using stress-ng in Section 3.6.

Duration
(min) Manager Container

Runtime Bogo Ops Bogo Ops/s Usr + Sys
Bogo Ops/s

10 Docker Compose Podman 311,7331.0 5195.5 1300.4
10 Docker Compose Docker Engine 3,089,738.0 5149.6 1288.6
10 - Docker Engine 3,093,922.3 5156.5 1290.2
10 - Podman 3,050,764.7 5084.6 1272.4
10 Kubernetes Podman 3,027,897.3 5046.5 1279.8
10 Kubernetes Docker Engine 2,984,890.0 4974.8 1265.3
1 Docker Compose Docker Engine 308,970.3 5149.4 1288.8
1 Docker Compose Podman 309,507.7 5158.4 1293.0
1 - Docker Engine 310,324.0 5171.9 1294.4
1 - Podman 306,818.3 5113.5 1281.2
1 Kubernetes Podman 299,595.3 4993.2 1267.0
1 Kubernetes Docker Engine 296,143.0 4935.6 1254.3
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For the tests described in Section 3.7, the following data are presented. Of note are
the highly similar rpi, Docker and aarch64 vm measurements, demonstrating the high
efficiency of containers, as well as the suitability of virtualization stacks with the appropriate
extensions. On the other hand, the apparent lack of performance in Kubernetes hosted in
Podman environments seems to indicate inefficiencies in the container runtime or high
overheads. Finally, the extremely poor performance of the x86 virtual machine shows the
difficulties in emulating legacy hardware on modern instruction set paradigms. Another
interesting finding, however, is uncovered when evaluating the stress reports from the x86
host. It was discovered that completed add operations were found to be roughly equal to
divide operations, as without full CPU parity, no virtual acceleration was being undertaken
at all, indicating a possible area of improvement for virtualization speed when similar
instructions are available.

Figures 3–7 show the percentage of additional performance based on the solution that
had the lowest percentage. We consider the numbers of usr + sys Bogo Ops/s and Bogo
Ops/s for the task itself to have the most reliable graph possible. The purpose of these
results is to identify trends, not to consider specific measures as they are not standardized.
They allow us to get an idea of performance and resource management. As expected, the
Kubernetes container manager solution is less effective in our scenario because we will
deploy only a few containers over a short period of time. There is a difference in CPU
usage performance of 5%, which can be significant in terms of time and resources. It is
difficult to come to a conclusion about runtime containers here. Although the use of Docker
Compose should not affect the performance results of the containers, there is a difference
in the results obtained between using Docker Compose and using the runtime container
alone. This difference may be due to inaccurate measurements and other factors. The
measurement and explanation of these differences may be addressed in a future study.

Figure 3. CPU performance difference in percent for 1 min.

Figure 4. CPU performance difference in percent for 10 min.
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Figure 5. I/O disk performance difference in percent for 1 min.

Figure 6. I/O disk performance difference in percent for 10 min.

Figure 7. Memory performance difference in percent for 1 min.

For the CPU performance graph over 10 min (see Figure 4), a similar trend is obtained.
It should be noted that the performance difference between Kubernetes and other solutions
decreased, showing a trend that suggests that Kubernetes can perform well in the long term.
With these graphs, we can see that the use of Docker Compose with Podman performs
better on all levels in the context of using only a few containers over a moderate period
of time. For the I/O disk performance graphs over 1 min (see Figure 5), we can see that
Docker Compose acts as a better container manager in our case, being 40% more efficient
on average. This can be explained because Podman does not use a daemon for managing
containers. Thus, there is no overload with this and with complex network services. In
addition, Kubernetes is very complex in terms of components; it needs a Kuberlet, an API
server, a controller manager, etc. For this reason, Kubernetes and Docker Engine are less
likely to have better results than Docker Compose and Podman.

The results for the I/O disk performance graph for ten minutes (see Figure 6) show
the same trend as for CPU performance; Kubernetes’ results are still worse than the others,
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but they significantly increased. This trend supports the hypothesis about the long-term
efficiency of Kubernetes.

For the memory part (see Figure 7), the difference is less significant than CPU con-
sumption or I/O operations. This difference can be explained by the same argument used
for the I/O disk performance: the complexity of Kubernetes is more resource-consuming
than the lightweight container manager Docker Compose.

We can then recommend using Docker Compose and Podman in an environment
that requires resource efficiency on a one-time basis and not for a long-term service. For
example, to train artificial intelligence (AI) on a model with large amounts of data, we can
use Docker Compose and Podman. In the case of a complex architecture with a need for
redundancy and error management or a service/application, we recommend Kubernetes,
which will meet these needs adequately.

Figure 8 summarizes the whole range of tests performed in the different virtualized
and containerized architectures. This figure shows that the use of Kubernetes with the
Podman backend demonstrates the advantage of utilizing Kubernetes with the more
popular Docker Engine; furthermore, the true extent of x86’s virtualization inefficiency
is revealed.

Figure 8. Comparison of all 25 tests (5 min) performed on the Raspberry Pi testbed.

Figure 9 summarizes the same set of tests as before but on a 20 min timescale instead
of 5 min. This figure shows that the power efficiency of Kubernetes exceeds that of Docker
when run for longer periods.

The widespread adoption of Kubernetes has fostered an extensive ecosystem of
Kubernetes-compatible containers and tools, along with a supportive community of devel-
opers and users. This environment provides organizations with a powerful suite of tools,
which encourages both new and existing users to engage with Kubernetes-based solutions.
As a result, individuals and organizations often prefer Kubernetes-compatible solutions,
even when theoretically superior alternatives may be available.

Although Kubernetes was originally designed for clustered deployments, single-node
Kubernetes cluster solutions have gained substantial popularity due to their reduced resource
requirements and improved performance. For instance, Canonical’s MicroK8s operates as a
single-node cluster by default, catering to small production environments and development
needs. Similarly, Rancher Labs’ K3s is optimized as a single-node solution specifically for
Edge Computing and IoT applications. This trend highlights the flexibility and adaptability
of the Kubernetes ecosystem in addressing modern deployment requirements.
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Figure 9. Comparison of all 24 tests (20 min) performed on the Raspberry Pi testbed.

The comparison between the Kubernetes experiment using the previous version and
the new version (i.e., k3s) on a single node shows a difference of only 1.4%. Therefore, we
consider the results of the new experiments to be compatible with those of the previous
version. Also, as shown in Figure 10, the efficiency enhancement between the one-node
and two-node options is around 8%.

Figure 10. Tests with 2-node cluster compared to previous 1-node architecture.

4.2. Use Case Results

From the previous analysis, we found that the worst option was the use of the Ku-
bernetes and Docker Engine stack, which in the different comparison test figures, with
results given as percentages (Figures 3–7), is the reference baseline, as it underwent no
improvement in performance. Our purpose here is to check this option for a use case with
intensive processing.

To evaluate the performance and scalability of the use case given in Section 3.8, we
conducted an experiment using a drone flight that captured 48 images. The data were
processed using four ODM nodes configured in a cluster, with each node equipped with
four virtual CPUs (vCPUs). The hardware specifications for the ODM nodes were based on
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the recommendations provided in the official documentation (https://docs.opendronemap.
org/installation/ (Visited on 29 September 2024)).

The results of the experiment are summarized in Table 4. The table presents the
average preprocessing time per image, the average time taken to create each transformation
matrix, and the total time required to generate the pointclouds for the RGB, Red Edge (RE),
Red (R) and Green (G) spectral bands.

Table 4. Performance metrics for use case given in Section 3.8.

Metric Average Time (s) RGB (s) RE (s) R (s) G (s)

Preprocessing Time 3.67 – – – –
Warp Matrix Creation 24.72 – – – –
Pointcloud Time – 912.28 868.09 875.95 858.71

The experimental results, summarized in Table 4, highlight the effectiveness of our
distributed computing approach for pointcloud generation. The average preprocessing
time per image was 3.67 s, and the creation of the warp matrix took an average of 24.72 s.
We processed the pointclouds for the four spectral bands in parallel. The processing times
were 912.28 s for RGB, 868.09 s for RE, 875.95 s for R and 858.71 s for G. This parallelization
significantly accelerated the overall processing workflow, demonstrating that distributing
computational tasks across multiple nodes reduces processing time and enhances efficiency
in generating pointclouds from drone images.

5. Discussion and Conclusions
5.1. Power Inefficiencies

The data presented in Table 3 indicate a clear need to optimize both container and
virtualization environments on ARM Edge devices, as the range of watt-to-operation
requirements will place a greater demand on both power requirements, potentially affecting
battery life, and heat output.

Moreover, this also demonstrates the similarities between containerization and virtu-
alization environments when considering power consumption, allowing greater freedom
for software deployment.

5.2. Comparison Between Virtual Machines and Containers

Both methods of virtualization present some advantages. On the one hand, VMs can
provide a graphical user interface that is very useful for monitoring and testing without
dealing with the network. Furthermore, VMs emulate low-layer components, allowing you
to tune them to fit your needs. Thus, you can make VMs for use with real stuff like USB
sticks, which is an impossible thing to do with containers.

On the other hand, you have containers. These involve high-layer virtualization,
with only the packages you need and your code embedded. Therefore, containers are
light and can be modified quickly due to the share of the host’s OS. Containers can easily
be made lightweight and compatible. The community has a lot of container images with
software already built in. Developers can just pull the image and get rid of the prerequisites,
accelerating software development and app deployment. Containers are developed in a
static context. The files and apps within a container are not meant to change. Developing
and testing an app or some software meant to be tested in a dynamical context in a container
may cause compatibility or security issues.

So, regarding the use of virtual machines or containers, although the solution is not
straightforward, we can say that it depends on the requirements, but we can conclude that
a good method of virtualization is crucial for the success of a project. To separate apps
on the same host without overloading the host with a virtual OS, containers are a must.
Containers should be used when flexibility and resource efficiency are critical, especially in
resource-constrained environments such as Edge Computing.

https://docs.opendronemap.org/installation/
https://docs.opendronemap.org/installation/
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As much as containers share the OS of the host, some cases are not compatible with
granularity in hardware devices, complete isolation, specific OS configurations and cus-
tomer requirements. Thus, the use of VMs would be relevant in this case.

As a general conclusion, we can see that even in the worst case of the different stack tests
(using the Kubernetes and Docker Engine stack, which is a common option for companies),
the performance can be meaningful, although the computing power is quite low.

For future work, we will further study different use cases and the analysis of perfor-
mance in bigger hardware architectures for Edge or Cloud. Also, different tests of these
technologies on security issues in Edge environments will be performed in a later work for
deploying services in distributed and resource-limited environments.

Furthermore, we will explore the performance impact arising from the differences in
system requirements between virtualization and containerization when executing a greater
variety of different parallel tasks at the Edge.
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